


“A suite of separate dedicated appliances
would not be economical for this kind of
network,” he says. “The key issue is to
match the investment to the true nature of
the threat to the infrastructure. Russell
Singleton manages his network closely

in keeping with the needs of the business,
and he was clear in his briefing that an
elaborate and complex solution was

not appropriate.”

“The FortiGate solution gives Russell

a high level of control over the way he
implements his security policy, without
the overhead and cost of ownership that
multiple appliances can entail.”

Perimeter security is a critical strategic
issue, because it can have a significant
impact on the performance of the
infrastructure as a whole. For Ratcliff
Palfinger, the need for strong protection is
balanced against the need to give users
smooth access to the resources they need.
In particular, with around 40 users making
use of the VPN connection, it is essential
to ensure that those who need access are
not frustrated by the systems put in place
to lock out intruders and threats.

Says Kieran Wood: “The FortiGate is
an 8 Gbps firewall, with 6 Gbps VPN
connectivity, and it has the option for
faster speeds if they are needed. It has
the highest port density of any product
in its class and it can scale with the
growth of the business.”

“This was a crucial consideration for

Ratcliff Palfinger; Russell was looking for
a solution that would serve the needs of
the company for several years to come.”

A second Fortinet appliance, the FortiMail
400, provides an additional layer of emalil
and spam filtering. “I was particularly
impressed with the performance of the
FortiMail solution,” says Russell Singleton.
“It is ASIC based, rather than purely
software based, so it provides the breadth
of control we need while still giving high
throughput.
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“Importantly, the processing power of the
FortiMail 400 is substantially greater than
the previous appliance, which was at
breaking point.”

The Benefits

Business continuity, reduced downtime,
lower costs and peace of mind are the
universal benefits of an effective security
deployment.

“The threats randomly roaming the Internet
are a fact of life,” says Russell Singleton.
“Everyone connecting to the Internet has
to have the basics of virus and malware
protection.

“But defining the more specific threats to
your organisation is always difficult. You
might argue that we have little to offer a
malicious intruder, since we are not a bank
and we are not holding large amounts of
sensitive data.

“Nevertheless, we have a legal and a moral
responsibility to protect the data we do
hold, and there is often no logic behind

the behaviour of hackers. It is the same

as security in the real world; you wouldn’t
want to come into work and find the
factory smashed up by vandals, even if
they stole nothing. | don’t want my network
taken down by someone who does it just
because they can.

“This is why the Fortinet solution works so
well for us. It gives me the control | need
to deploy the right level of security for the
business, and to adapt it and scale it as
the business evolves. LAN2LAN have
given us exactly what we need. No more,
no less.”

UNIQUE RISK PROFILE

LAN2LAN will work with the customer
to establish their unique risk profile.
Our consultants will assess and review
your current security against industry
standards and best practices. Having
identified the risks — across people,
processes and technologies — we will:

e Design a dependable, flexible security
solution for your business needs

e Control who can access the
information across your corporate
networks — and when

e Ensure your systems comply with
legal requirements and industry
codes of practice

e Develop a policy for responding to
security breaches and implement
robust disaster recovery mechanisms

THE LAN2LAN DIFFERENCE
e Unbiased, independent network
security analysis

e Skilled team dedicated to security
products and services

e Extensive portfolio of fully tested
and supported solutions

® Penetration testing using cutting
edge technology
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